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ROVNER, Circuit Judge. Donald Wanjiku pled guilty to one
count of transportation of child pornography in violation of 18
U.S.C. § 2252A, but he retained his right to appeal the district
court’s denial of his motion to suppress the primary evidence
against him. That evidence included photographs and videos
recovered from his cell phone, laptop and external hard drive
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during a warrantless border search at O’'Hare International
Airport. We affirm.

I

On June 9, 2015, Wanjiku arrived at O'Hare after a trip to
the Philippines. Unbeknownst to Wanjiku, Customs and
Border Patrol (“CBP”) and Homeland Security Investigations
(“HSI”) were together conducting a criminal investigation
dubbed “Operation Culprit” at the airport that day. Operation
Culprit targeted certain individuals returning from three
countries known to investigators for “sex tourism” and sex
trafficking, including the sex trafficking of children. The
investigators developed a list of initial criteria to identify
individuals of interest to Operation Culprit: (1) U.S. citizen
(2) men (3) between the ages of eighteen and fifty or sixty
(4) returning from the Philippines, Thailand, or Cambodia
(5) traveling alone (6) with a prior criminal history. Along with
an unspecified number of other passengers from the eight to
ten flights that investigators were monitoring that day,
Wanjiku met all of the initial screening factors. That is, he is a
U.S. citizen male, then aged forty-one, returning from the
Philippines, traveling without any apparent companion, with
a prior arrest.

Investigators sought to whittle down the resulting list by
further investigating these travelers before they arrived at
O’Hare. Using government databases' and publicly available

' The investigators used a DHS system called “TECS” to conduct their
research. TECS allows investigators to search other databases linked to CBP
(continued...)
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social media, they determined that Wanjiku’s prior arrest was
for contributing to the delinquency of a minor,” that this was
his third trip to the Philippines in two years, that this trip was
sixty days in length, and that he had no apparent affiliation
with the Philippines other than these trips. For example, they
were unable to find business or family ties to the Philippines
for Wanjiku. The investigators determined that Wanjiku had
booked a prior flight using an email address that incorporated
the name “Mr. Dongerous,” which heightened their suspicions
based on their belief that this was a play on the word “dong,”
which is vulgar slang for penis.’ Using that email address, they
searched Facebook and found a public Facebook page associ-
ated with that address. The person in the profile picture

! (...continued)

including the National Criminal Information Center (“NCIC”), the National
Automated Immigration Lookout System (“NAILS”), and the Arrival and
Departure Information System (“ADIS”), among others. Together, these
databases provide information about passengers’ arrival and departure
records, criminal histories, immigration status, and email addresses and
phone numbers used to book travel.

2 CBP Officer Adam Toler testified at the suppression hearing that he could
not recall when the arrest had occurred and did not know how it was
resolved. He also did not know the specific allegations underlying it.

3 During cross-examination, Wanjiku’s counsel suggested that the email
address was a play on Wanjiku's first name, “Don.” Wanjiku placed no
evidence in the record regarding the origin of the email address, and of
course, it is possible for the address to be a play on both “Don” and “dong.”
As we will discuss below, in determining whether a search violates the
Fourth Amendment, a court evaluates only how a reasonable officer would
have interpreted this information.
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(whom they believed to be Wanjiku) was wearing a mask of
the type that one wears to a masquerade ball. Photos of
“friends” on that page appeared to be “very young” relative to
Wanjiku’s age.* The investigators for Operation Culprit found
all of this suspicious enough to warrant sending Wanjiku to a
more thorough secondary inspection on his arrival at the
airport.’

After Wanjiku passed through the primary inspection point
and was referred to the secondary inspection area in Baggage
Hall A, CBP Officer Toler met Wanjiku for a more thorough
secondary inspection. Toler testified that, at the secondary
inspection area, he typically would take the traveler’s bags and
then obtain a binding declaration from that person. He would
then ask what the traveler was doing outside of the United
States, obtain a story about the trip, and then go through the
traveler’s bags to see if the contents of the bags corroborated
the traveler’s answers. Toler candidly testified at the suppres-
sion hearing that investigators had already decided to inspect
the contents of Wanjiku’s cell phone and other electronic
devices before he reached the secondary inspection point

Agent Toler testified that Wanjiku had approximately fifty to one
hundred Facebook friends, and approximately half were younger. When
pressed by the court at the suppression hearing to describe the ages of the
friends, Toler responded, “I'm just guessing at age. Looked not in their
forties.” R. 59, Tr. at 51. He later added, “I'm not sure exactly what the age
is; but they weren’t in their 30s.” R. 59, Tr. at 52.

® In total, Operation Culprit investigators selected twenty-three or twenty-
four individuals for secondary inspection from the two to three thousand
passengers arriving on the targeted flights that day. R. 59, Tr. at 16.
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(indeed, before he reached the primary inspection point) on the
basis of the information that they had gathered prior to his
arrival. Nevertheless, before those devices were actually
inspected, Wanjiku gave the investigators additional cause for
concern. For openers, at the primary inspection point, the
officer interacting with Wanjiku indicated in notes to the
secondary inspector that Wanjiku was “evasive for question-

4

ing.

At the secondary inspection area in Baggage Hall A,
Wanjiku came to Toler’s attention even before Toler could
begin his usual inspection process. Toler saw Wanjiku leave
the line of persons awaiting inspection, something Toler had
never seen a passenger do before. As Toler later learned from
an Immigration and Customs Enforcement (“ICE”) agent,
Wanjiku left Baggage Hall A and walked approximately two
hundred feet away and across an exit corridor to a bathroom
in Baggage Hall B, even though there was an identically
marked bathroom much closer in Baggage Hall A. Wanjiku left
his luggage in the line when he took this walk and an ICE
agent escorted him back to the line.

At the beginning of the inspection, Toler asked Wanjiku
why he had left the line. Wanjiku replied that he had heat
stroke and needed to use the bathroom. Toler noted that
Wanjiku was sweating profusely in the air conditioned hall,
was shifting his weight, and seemed visibly nervous. Toler
then asked Wanjiku about the trip itself, and Wanjiku said he
had been visiting friends in the Philippines for two months. In
response to Toler’s questions, Wanjiku also revealed that he
had left the U.S. with $6000 and was returning with just a few
hundred dollars. He had stayed at the home of the friends he
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was visiting. Because Wanjiku had reported on a Customs
Declaration form that he was not bringing in items exceeding
$800 in value and because he had said he was staying with
friends, Toler asked him how he had spent more than $5000
during the trip. Wanjiku gave vague and evasive answers,
saying only that his friends had shown him around the
country. He also told Toler that he sometimes sent or gave
money to the family he stayed with in order to help their child
attend school. He went to the Philippines, he said, in part to
make sure his money was being put to good use. Toler asked
where Wanjiku traveled in the Philippines and he would not
elaborate, saying only that his friends showed him around the
country. Toler went through the list of questions that a traveler
normally must answer on the standard Customs Declaration
form, including whether he was bringing in more than $10,000
in currency, food, cell cultures, snails, or gifts, among other
things.

After obtaining a binding declaration from Wanjiku, Toler
prepared to inspect Wanjiku’s two large bags and single carry-
on bag. He asked if the bags belonged to Wanjiku and whether
Wanjiku himself had packed them. Wanjiku responded
affirmatively to both questions. In response to Toler’s ques-
tions, he denied that there were any sharp objects in the bags
that could possibly poke, cut or hurt Toler as he went through
the bags. Toler and another agent then opened the bags. They
set aside Wanjiku's cell phone, laptop and portable hard drive
for later inspection. In one bag, Toler found a pocket full of
receipts, including multiple receipts for hotel stays. Most were
for one-night stays, and two were for one-night stays at the
same hotel approximately one week apart. Because Wanjiku
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had previously told Toler that he stayed with friends, Toler
asked what the hotel receipts were for. Wanjiku said that his
friend showed him around the country and these receipts were
from those trips. That answer heightened Toler’s suspicions
both because Wanjiku had previously given the address of the
friend as the place he stayed and because Toler deemed it
unusual to stay at the same hotel twice in the span of a week if
a person is traveling around the country. He asked Wanjiku
about the dual receipts for the same hotel specifically and
Wanjiku would not elaborate, instead asking Toler whether it
was illegal to go around the country or have a friend show him
around the country.

Toler next found a pocket containing syringes and con-
doms, which upset him because Wanjiku had denied that the
bags contained sharp objects, putting Toler at risk of injury.
When asked about the syringes, Wanjiku explained that he had
medication in his other bag. The injectable medication recov-
ered from the other bag was to treat low testosterone. The
second bag also contained oxycodone and OxyContin pills, a
narcotic pain medication. The medications raised additional
red flags for Toler because he believed that testosterone was a
“sexually specific” substance related to “male genitalia.” R. 59,
Tr. at 34. Moreover, both medications were in the name Donald
Kwiatkowski, not Donald Wanjiku. Wanjiku explained that he
had changed his name, and offered a social security card
issued in his prior name to support his claim.

After completing this check of Wanjiku’s bags, Toler turned
his attention to the cell phone. The phone was password-
protected, and Toler began by asking Wanjiku to unlock the
phone. Wanjiku initially resisted but relented when Toler told
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him that everything was searchable at the border and that the
phone would be seized, unlocked by a “lab,” and examined
whether or not Wanjiku unlocked it. Toler took the unlocked
phone and manually scrolled through the pictures. Within a
minute, he found several pictures of Wanjiku lying in bed with
another man who was in his underwear. Although Toler twice
referred to the other person in the photos as a “man,” he also
testified at the suppression hearing that he was uncertain of the
age of the person pictured.® Toler then turned the phone over
to HSI because the HSI forensics team was better trained than
he to identify child pornography.

Agent Kevin Gerlock of HSI was the computer forensic
coordinator on the scene at O’'Hare that day. HSI agents used
forensic software to “preview” Wanjiku’s cell phone and hard
drive while Wanjiku waited at the secondary inspection area.
Gerlock explained that “EnCase” software was used first to
preview Wanjiku’s external hard drive. EnCase allows a search
of the contents of a hard drive without modifying or destroy-
ing any of the information contained on the device. A preview,
Gerlock testified, involved looking only at allocated space on
the device, essentially items catalogued by the device’s
operating system in files. In contrast, a full forensic examina-
tion of a device would copy every bit of memory in the device
and would reveal items that had been deleted or placed in

® After examining the pictures herself, the district judge specifically found
that Toler’s claim that he could not determine the age of the individual
pictured was credible. Notably, though, the district court did not rely on the
presence of these photos in determining whether the agents possessed
reasonable suspicion to search Wanjiku’s electronic devices.
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hidden areas of memory. A preview generally takes one to
three hours to complete. A full forensic examination could take
months. The agents used software to inspect the devices in
order to avoid damaging the devices or altering the data on the
devices.”

Agent Mark Bowers performed the forensic preview on the
hard drive, which was neither password-protected nor
encrypted. Bowers used the EnCase software to view photo-
graphs and videos stored on the device. The preview took less
than an hour and revealed six videos of suspected child
pornography. The file names for the videos included references
to the ages of the children portrayed and terms known to the
agents to be associated with child pornography. For example,
one file was labeled “pthc-15yogirlteaching12yoboys.” Gerlock
explained that “pthc” is known by the agents to be an abbrevi-
ation for “preteen hardcore.” Gerlock, having seen the videos,
confirmed that the titles were in fact descriptive of the content.®

7 Agent Gerlock explained that electronic devices sometimes track the time
and date that a person last looked at a photo and that by manually scrolling
through the device, the agents might inadvertently alter that kind of data.
Gerlock also testified that cell phones sometimes contain apps that will alter
data or even delete it if someone accesses the data manually. The software
allowed the agents to see the photos and videos without altering the data
in any way. R. 59, Tr. at 95, 99. None of the searches altered the data or
harmed the devices.

8 After a warrant was obtained, a full forensic examination of the hard
drive was conducted, revealing approximately twenty-two videos of child
pornography.
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The second preview search performed by forensics officers
at the airport that day was of Wanjiku’s Samsung cell phone.’
In this instance, Officers Keith Smith and Marci Landri used
“Cellebrite” and “XRY” software to review photos and videos
stored on the phone. As with the hard drive, the search did not
include deleted or hidden files. The agents did not attempt to
inspect email, text messages or similar data, instead confining
the searches to photographs and videos. The fourteen photo-
graphs of child pornography that were found that day were
stored on a small memory card inserted into the phone rather
than in the memory of the phone itself. This removable “micro
SD” memory card was neither password-protected nor
encrypted.

The agents lacked the necessary equipment to preview the
laptop at the airport. Because child pornography had already
been discovered on two of Wanjiku’s electronic devices, the
laptop was taken to an HSI lab where it was previewed
approximately one week later. The laptop preview took under
three hours, and agents again restricted the search to photo-
graphs and videos, not searching for deleted or hidden files.
Child pornography was also recovered from the laptop. For
each electronic device, the photographs and videos that were

? The preview search of the phone was performed over a two-day period.
At the airport on the first day, Smith discovered photographs indicative of
child pornography. Because the agents” workday was then at an end, the
phone was taken to the agents’ office the next day to preview videos. At
that point, because child pornography photos had already been found on
the phone, the device could not clear customs and would not be returned
to the traveler. Together, the preview searches of the phone lasted under
two hours.
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suspected to be child pornography were copied to a compact
disk and entered into evidence at the suppression hearing."

On the basis of the photographs and videos discovered on
Wanjiku'’s electronic devices during these warrantless searches
at the border, he was charged with one count of transportation
of child pornography, in violation of 18 U.S.C. § 2252A(a)(1).
Wanjiku moved to suppress the evidence collected during the
searches of his electronic devices at the border, arguing that it
was improper for the agents to insist that Wanjiku unlock the
phone, and that searches of electronic devices are non-routine
border searches that require reasonable suspicion or, arguably,
a warrant."" The government countered that the preview
examinations of the devices were routine searches that may be
conducted at the border without any suspicion whatsoever. In
the alternative, the government asserted that the agents
possessed reasonable suspicion based both on information
known to them before Wanjiku arrived at O'Hare and informa-
tion developed during routine inspection and questioning, and
that no court had required more than reasonable suspicion for

10 Although full forensic searches were completed for all three devices after
a warrant was obtained, we confine ourselves to the airport preview
searches because those provided the basis for obtaining the warrant. If the
initial searches withstand constitutional scrutiny, then the full forensic
searches also stand up.

4 his reply brief on the Motion to Suppress, Wanjiku clarified his

position by arguing that “a reasonable suspicion standard should apply, but
also ... in the wake of Riley v. California, 134 S. Ct. 2473 (2014), there are
grounds for a higher standard, namely probable cause and a warrant.”
R. 50, at 1. Wanjiku mainly contended in the district court that the agents
lacked reasonable suspicion to search his electronic devices.
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even a non-routine border search. The district court found that
the information known to the agents at the time they searched
Wanjiku’'s devices was sufficient to trigger a reasonable
suspicion that he was involved in the kind of criminal activity
targeted by Operation Culprit. The court therefore denied the
motion to suppress the fruits of the border search, and Wanjiku
pled guilty conditionally, retaining his right to challenge the
district court’s suppression ruling on appeal.

I1.

On appeal, Wanjiku contends that, in the wake of the
Supreme Court’s decisions in Riley v. California, 134 S. Ct. 2473
(2014), and Carpenter v. United States, 138 S. Ct. 2206 (2018),
border searches of electronic devices may be conducted only
with a warrant supported by probable cause. In the alternative,
if the applicable standard is reasonable suspicion, he contends
that the facts known to the officers when they decided to
search his electronic devices were not sufficient to give rise to
reasonable suspicion. The government takes the position that
no individualized suspicion is needed for a routine border
search of electronic devices. In the alternative, the government
argues that if probable cause is now required under Riley and
Carpenter, suppression would not be warranted under the good
faith doctrine. Finally, the government maintains that if
reasonable suspicion is the appropriate standard for border
searches of electronic devices, that standard was met here. In
reviewing a district court’s denial of a motion to suppress, we
review findings of fact for clear error and questions of law de
novo. United States v. Velazquez, 906 F.3d 554, 557 (7th Cir. 2018);
United States v. Borostowski, 775 F.3d 851, 863 (7th Cir. 2014).
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The primary positions staked out by the parties could not
be more starkly contrasted. The defendant argues that nothing
less than a warrant authorizes a search of electronic devices at
the border. The government asserts that it may conduct these
searches without any particularized suspicion at all. In the end,
though, we need not adopt either of these positions, and
indeed may avoid entirely the thorny issue of the appropriate
level of suspicion required. Instead, we affirm the district
court’s denial of the motion to suppress because these agents
acted in good faith when they searched the devices with
reasonable suspicion to believe that a crime was being commit-
ted, at a time when no court had ever required more than
reasonable suspicion for any search at the border.

A.

Two months before the First United States Congress
proposed the Bill of Rights, it enacted the first customs statute,
granting customs officials ““full power and authority” to enter
and search ‘any ship or vessel, in which they shall have reason
to suspect any goods, wares or merchandise subject to duty
shall be concealed . . .."”” United States v. Ramsey, 431 U.S. 606,
616 (1977) (quoting section 24 of Act of July 31, 1789, c. 5, 1 Stat.
29). Approximately one hundred years later, the Supreme
Court noted that the statute allowing searches of ships and
vessels and the seizure of goods “concealed to avoid the duties
payable on them” had been passed by the same Congress that
proposed the Fourth Amendment. That timing made clear
“that the members of that body did not regard searches and
seizures of this kind as ‘unreasonable,” and they are not
embraced within the prohibition of the amendment.” Boyd v.
United States, 116 U.S. 616, 623 (1886). See also Ramsey, 431 U.S.
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at 616 (“searches made at the border, pursuant to the
long-standing right of the sovereign to protect itself by
stopping and examining persons and property crossing into
this country, are reasonable simply by virtue of the fact that
they occur at the border”).

This is because the “Government's interest in preventing
the entry of unwanted persons and effects is at its zenith at the
international border.” United States v. Flores-Montano, 541 U.S.
149, 152 (2004). The Court has linked this longstanding,
congressionally-granted, search-and-seizure authority to two
main purposes: to allow the regulation of the collection of
duties, and “to prevent the introduction of contraband into this
country.” United States v. Montoya de Hernandez, 473 U.S. 531,
537 (1985). See also United States v. 12 200-Foot Reels of Super
8mm Film, 413 U.S. 123, 125 (1973) (noting that broad powers
to conduct searches of persons and packages at national
borders are “necessary to prevent smuggling and to prevent
prohibited articles from entry.”); United States v. Thirty-Seven
Photographs, 402 U.S. 363, 376 (1971) (“Customs officers
characteristically inspect luggage and their power to do so is
not questioned in this case; it is an old practice and is inti-
mately associated with excluding illegal articles from the
country.”); Carroll v. United States, 267 U.S. 132, 154 (1925)
(although it would be intolerable if a prohibition agent were
allowed to stop all cars on the chance of finding liquor,
“[t]ravelers may be so stopped in crossing an international
boundary because of national self-protection reasonably
requiring one entering the country to identify himself as
entitled to come in, and his belongings as effects which may be
lawfully brought in.”).
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Although neither party cited in their appellate briefs the
statutory authority under which CBP carried out the searches
here, modern analogues of the customs law passed by the First
Congress include 19 U.S.C. § 482 (search of vehicles and
persons); 19 U.S.C. § 1467 (special inspection, examination, and
search); 19 U.S.C. § 1496 (examination of baggage); 19 U.S.C.
§ 1581 (boarding vessels); and 19 U.S.C. § 1582 (search of
persons and baggage; regulations).”” The customs area of
O’Hare International Airport, located in Chicago, is treated as
the functional equivalent of an international border for the
purpose of inspecting persons and articles arriving on interna-
tional flights. United States v. Yang, 286 F.3d 940, 944 (7th Cir.
2002) (“O’Hare Airport is an international gateway into the
United States, and incoming passengers from international
ports are subject to border searches because the airport is the
functional equivalent of an international border.”). See also
Almeida—Sanchez v. United States, 413 U.S. 266, 272-73 (1973) (“a
search of the passengers and cargo of an airplane arriving at a
St. Louis airport after a nonstop flight from Mexico City would
clearly be the functional equivalent of a border search.”).
Wanjiku does not contest generally the statutory right of
border agents to search his belongings at the airport for
contraband but instead argues that, once agents have deter-
mined that an electronic device is not being used as a container
to smuggle a prohibited substance (e.g. an explosive or illegal
drugs), they must have a warrant or at least reasonable

" In the district court, the government cited and relied upon 19

U.S.C.§1581. R. 49, at 7, n.8.
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suspicion to examine the electronically stored contents of the
device.

Wanjiku concedes that no court has ever required a warrant
for any border search or seizure. The highest standard that has
been applied by the Supreme Court at the border is reasonable
suspicion. Montoya de Hernandez, 473 U.S. at 541. In that case,
border agents detained a woman at the border for approxi-
mately sixteen hours because they suspected that she was
smuggling illegal drugs in her alimentary canal. Arriving from
Bogota, Colombia, a known source country for narcotics,
Montoya de Hernandez had made eight recent trips of short
duration to Miami and Los Angeles. On questioning, the
agents learned that she spoke no English, had no friends or
family in the United States and was carrying $5000 in cash. She
traveled with only one small suitcase with a few changes of
clothes. Although she claimed to be in the United States to
purchase items for her husband’s store in Colombia, she had
no appointments with merchandise vendors, no hotel reserva-
tions, and no plans other than to take taxicabs around Los
Angeles to retail stores such as K-Mart and ].C. Penney to buy
goods for her husband’s store. She could not recall how her
plane ticket had been purchased. On the basis of this informa-
tion, the agents believed that she was a “balloon swallower,”
and that she was attempting to bring illegal drugs into the
country in her alimentary canal. A female customs agent was
dispatched to conduct a strip search, which revealed that her
abdomen was firm and full. When asked to submit to an x-ray,
she at first agreed but then withdrew her consent. The inspec-
tor then gave her the option of returning to Colombia on the
next flight, agreeing to an x-ray, or remaining in detention until
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she produced a monitored bowel movement that would be
inspected for balloons or capsules of drugs. 473 U.S. at 532-35.

She chose the first option, but the agents were unsuccessful
in finding a flight that evening and she remained in the
customs office under observation through the night. At that
point, she was given the option of an x-ray or detention
pending the monitored bowel movement. She was told that she
would have to use a wastebasket in the women’s restroom so
that agents could examine her stool for balloons. After sixteen
hours in detention, she had not defecated or urinated and had
refused all food and drink. At that point, customs officials
sought a warrant which authorized an x-ray and rectal exam
by a physician. The rectal exam led to the discovery of the first
of eighty-eight balloons containing a combined total of one half
of a kilogram of cocaine. 473 U.S. at 535-36.

The Supreme Court affirmed the denial of her motion to
suppress the evidence obtained as a result of her sixteen-hour
warrantless detention under these conditions. The Court first
noted that the Fourth Amendment commands that searches
and seizures be reasonable, and that the permissibility of a
particular law enforcement practice isjudged by balancing that
practice’s intrusion on Fourth Amendment interests against its
promotion of legitimate government interests. Montoya de
Hernandez, 473 U.S. at 537. Dating back to the founding era,
Congress had granted the Executive plenary authority to
conduct searches and seizures at the border without probable
cause or a warrant. Because such power is needed to protect
the nation, the balancing of interests at the border has been
treated very differently than in the interior. 473 U.S. at 537-38.
“[N]ot only is the expectation of privacy less at the border than
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in the interior, the Fourth Amendment balance between the
interests of the Government and the privacy right of the
individual is also struck much more favorably to the Govern-
ment at the border.” 473 U.S. at 539-40 (internal citations
omitted). See also Ramsey, 431 U.S. at 623 n.17 (noting that there
are “limited justifiable expectations of privacy at the border”
in part because of “the longstanding, constitutionally autho-
rized right of customs officials to search incoming persons and
goods”). The Court ultimately held that the detention of a
traveler “beyond the scope of a routine customs search and
inspection,” is justified if the agents “reasonably suspect that
the traveler is smuggling contraband in her alimentary canal.”
473 U.S. at 541. The Court found that the agents possessed the
requisite level of suspicion considering all of the facts known
to them regarding this traveler and her trip. 473 U.S. at 542.

The Court later rejected an extension of the requirement of
reasonable suspicion at the border for another search that a
lower court had characterized as non-routine. Flores-Montano,
541 U.S. at 152-53. In that case, border agents had seized thirty-
seven kilograms of marijuana from a car entering the United
States from Mexico. The drugs were discovered by removing
the car’s gas tank and disassembling it. The government
declined to rely on reasonable suspicion in supporting the
search, instead contending that the search was proper as a
border search for which no particularized suspicion was
required. The Court of Appeals found that the disassembly of
the tank was non-routine and required reasonable suspicion,
citing Montoya de Hernandez. The Supreme Court rejected the
comparison:
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The Court of Appeals took the term “routine,”
fashioned a new balancing test, and extended it
to searches of vehicles. But the reasons that
might support a requirement of some level of
suspicion in the case of highly intrusive searches
of the person —dignity and privacy interests of
the person being searched —simply do not carry
over to vehicles. Complex balancing tests to
determine what is a “routine” search of a vehi-
cle, as opposed to a more “intrusive” search of a
person, have no place in border searches of
vehicles.

Flores-Montano, 541 U.S. at 152. Reiterating that the expectation
of privacy is less at the border than in the interior, the Court
also emphasized that the government’s interest in preventing
the entry of unwanted persons and effects “is at its zenith at
the international border.” 541 U.S. at 152, 154. The Court
hedged only slightly on the usual rule allowing plenary
searches of property at the border, noting that although “it
may be true that some searches of property are so destructive
as to require a different result, this was not one of them.” 541
U.S. at 155-56.

B.

Although our court has yet to confront the precise issue
presented here—a non-destructive search of the contents of
electronic devices at the border—we have confronted border
searches and seizures that we characterized as arguably non-
routine and we applied the reasonable suspicion standard to